SIEMENS

SIMATIC

S7-300

CPU 31xC and CPU 31x:

Specifications

Manual

This manual is included in the documentation package

with Order No.:
6ES7398-8FA10-8BAO

06/2008

A5E00105475-08

Preface

Guide to the S7-300
documentation

Operating and display
elements

Communication

Memory concept

Cycle and reaction times

General technical data

Technical data of CPU 31xC

Technical data of CPU 31x

Appendix

> oo N oo o b WD



Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

AAWARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\CAUTION
with a safety alert symbol, indicates that minor personal injury can result if proper precautions are not taken.

CAUTION
without a safety alert symbol, indicates that property damage can result if proper precautions are not taken.

NOTICE

indicates that an unintended result or situation can occur if the corresponding information is not taken into
account.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The device/system may only be set up and used in conjunction with this documentation. Commissioning and
operation of a device/system may only be performed by qualified personnel. Within the context of the safety notes
in this documentation qualified persons are defined as persons who are authorized to commission, ground and
label devices, systems and circuits in accordance with established safety practices and standards.

Prescribed Usage
Note the following:

AAWARNING

This device may only be used for the applications described in the catalog or the technical description and only
in connection with devices or components from other manufacturers which have been approved or
recommended by Siemens. Correct, reliable operation of the product requires proper transport, storage,
positioning and assembly as well as careful operation and maintenance.

Trademarks
All names identified by ® are registered trademarks of the Siemens AG. The remaining trademarks in this
publication may be trademarks whose use by third parties for their own purposes could violate the rights of the
owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
Siemens AG A5E00105475-08 Copyright © Siemens AG 2008.
Industry Sector ® 08/2008 Technical data subject to change
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Preface

Purpose of the Manual
This manual contains essential information:
® about installation
® about communication
® about the memory concept
® about the cycle and response times,
® about the CPU technical data,

® about changing to one of the CPUs discussed here.

Required basic knowledge
® To understand this manual, you require a general knowledge of automation engineering.

® You require a knowledge of STEP 7 basic software.

Area of application

Table 1 Scope of this manual
CPU Convention: Order number As of Version
CPU designations: firmware
CPU 312C CPU 31xC 6ES7312-5BE03-0AB0 V2.6
CPU 313C 6ES7313-5BF03-0AB0 V2.6
CPU 313C-2 PtP 6ES7313-6BF03-0AB0O V2.6
CPU 313C-2 DP 6ES7313-6CF03-0AB0 V2.6
CPU 314C-2 PtP 6ES7314-6BG03-0AB0 V2.6
CPU 314C-2 DP B6ES7314-6CG03-0AB0 V2.6
CPU 312 CPU 31x 6ES7312-1AE13-0AB0 V2.6
CPU 314 6ES7314-1AG13-0AB0 V2.6
CPU 315-2 DP 6ES7315-2AG10-0AB0 V2.6
CPU 315-2 PN/DP 6ES7315-2EH13-0AB0 V2.6
CPU 317-2 DP 6ES7317-2AJ10-0AB0O V2.6
CPU 317-2 PN/DP 6ES7317-2EK13-0AB0 V2.6
CPU 319-3 PN/DP 6ES7318-3EL00-0ABO V2.7

CPU 31xC and CPU 31x: Specifications
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SIMATIC S7-300 CPU 31xC and CPU 31x.: Specifications

Note

The special features of the F-CPUs of the S7 spectrum can be found as product information
on the Internet (http://support.automation.siemens.com/WW/view/en/11669702/133300).

Note

For new modules, or modules of a more recent version, we reserve the right to include a
Product Information containing latest information.

Changes in comparison to the previous version

Changes compared to the previous version of this Manual CPU31xC and CPU31x: Technical
Data, Release 12/2006 (A5E00105491-07):

New properties of the CPU 319-3 PN/DP V2.7
® PROFINET IO with IRT (Isochronous Real Time) with the option "High flexibility"
® Prioritized startup for 10 devices
® Replacing of PROFINET IO devices without removing the storage medium
® Changing IO devices during operation (changing partner ports)
® Increase in the OUC connection resources from previously 8 to 32
® Increase in the maximum number of simultaneously active Alarm-S blocks to 300
® CBA extensions (supporting of further data structures)
e Data set routing
e Extension of the Web server functionality:
— Module state
— Topology

Firmware update via networks is possible for all CPUs.

Standards and certifications

In Chapter General technical data, you will find information about standards, certificates and
approvals

Recycling and Disposal

The devices described in this manual can be recycled, due to their ecologically compatible
components. For environment-friendly recycling and disposal of your old equipment, contact
a certified disposal facility for electronic scrap.

CPU 31xC and CPU 31x: Specifications
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Guide to the S7-300 documentation

1.1 Documentation classification

Documentation classification
The documentation listed below is part of the S7-300 documentation package.

This is also available on the Internet at:
http://support.automation.siemens.com/WW/view/en/ and the corresponding entry ID

Name of the manual

Description

Manual
CPU 31xC and CPU 31x: Technical Data
Article ID: 12996906

e Operator control and display elements
e Communication

e Memory concept

e Cycle and response times

e Technical data

Operating Instructions
CPU 31xC and CPU 31x: Installation
Entry ID: 13008499

e Configuring

¢ Installing

e Wiring

e Addressing

e Start-up

¢ Maintenance and the test functions
e Diagnostics and troubleshooting

Manual

CPU 31xC: Technological functions
incl. CD

Entry ID: 12429336

Description of the specific technological functions:
e Positioning

¢ Counting
¢ Point-to-point connection
e Rules

The CD contains examples of the technological
functions.

Manual
S7-300 Automation System: Module data
Entry ID: 8859629

Functional descriptions and technical
specifications of the following modules:

¢ Signal modules
e Power supplies
¢ Interface modules

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08
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1.1 Documentation classification

10

Name of the manual

Description

Instruction List

CPU 31xC, CPU 31x,
IM151-7 CPU, IM154-8 CPU, BM 147-1 CPU,
BM 147-2 CPU

Entry ID: 13206730

The instruction list contains:

e List of the instruction set of the CPUs and their
execution times.

e List of the executable blocks
(OBs/SFCs/SFBs) and their execution times.

Getting Started

e S7-300 Getting Started Collection
Entry ID: 15390497

o PROFINET Getting Started Collection
Entry ID: 19290251

The collections use concrete examples to provide
step-by-step instructions on how to commission a
fully functional application.

S7-300 Getting Started Collection:

e CPU 31x: Start-up

e CPU 31xC: Start-up

e CPU 314C: Positioning with analog output
e CPU 314C: Positioning with digital output
e CPU 31xC: Counting

e CPU 31xC: Point-to-point connection

e CPU 31xC: Rules

PROFINET Getting Started Collection:

e CPU 315-2 PN/DP, CPU 317-2 PN/DP and
CPU 319-3 PN/DP: Configuring the
PROFINET interface

e CPU 317-2 PN/DP: Configuring an ET 200S
as PROFINET 10O device

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08



Guide fo the S7-300 documentation

1.1 Documentation classification

Further Information
You also require information from the following descriptions:

Name of the manual Description
STEP 7
System software for S7-300/400 system and Overview of the OBs, SFCs, SFBs, IEC
standard functions Volume 1/2 functions, diagnostics data, system status list
Entry ID: 1214574 (8SL) and events in the operating systems of
the CPUs of the S7-300 and S7-400.
This manual is part of the STEP 7 reference
information.
You can also find the description in the online
help for STEP 7.
Programming with STEP 7 This manual provides a complete overview of
Entry ID: 18652056 programming with the STEP 7 Standard
Package.

This manual is part of the STEP 7 Standard
Package basic information. A description is also
available in the online help for STEP 7.

PROFINET
PROFINET System Description ¢ Basic description of PROFINET:
Entry ID: 19292127 e Network components
o Data exchange and communication
e PROFINET IO
e Component Based Automation
e Application example of PROFINET IO and
Component Based Automation
From PROFIBUS DP to PROFINET IO Guideline for the migration from PROFIBUS DP
Entry ID: 19289930 to PROFINET 1/0.
SIMATIC NET: Twisted Pair and Fiber-Optic Description of Industrial Ethernet networks,
Networks network configuration, components, installation
Entry ID: 8763736 guidelines for networked automation systems in
buildings, etc.
Component Based Automation
Configure SIMATIC iMap plants Description of the SIMATIC iMap configuration
Entry ID: 22762190 software
SIMATIC iMap STEP 7 AddOn, create PROFINET | Descriptions and instructions for creating
components PROFINET components with STEP 7 and for
Entry ID: 22762278 using SIMATIC devices in Component Based
Automation
Isochronous mode Description of the system property "lsochronous
Entry ID: 15218045 mode"
SIMATIC communication Basics, services, networks, communication
Entry ID: 1254686 functions, connecting PGs/OPs, engineering
and configuring in STEP 7.

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08 11



Guide fo the S7-300 documentation

1.2 Guide to the S7-300 documentation

Service & support on the Internet

Information on the following topics can be found on the Internet
(http://www.siemens.com/automation/service):

e Contacts for SIMATIC (http://www.siemens.com/automation/partner)

e Contacts for SIMATIC NET (http://www.siemens.com/simatic-net)

® Training (http://www.sitrain.com)

1.2 Guide to the S7-300 documentation

Overview

The following tables contain a guide through the S7-300 documentation.

Ambient influence on the automation system

Information about ...

is available in the manual ...

In Section ...

What provisions do | have to make for automation
system installation space?

CPU 31xC and CPU 31x:
Installation

Configuring — Component
dimensions

Mounting — Installing the

mounting rail
How do environmental conditions influence the CPU 31xC and CPU 31x: Appendix
automation system? Installation
Galvanic isolation
Information about ... is available in the manual ... In Section ...

Which modules can | use if electrical isolation is
required between sensors/actuators?

CPU 31xC and CPU 31x:
Installation

Module data

Configuring — Electrical
assembly, protective measures
and grounding

Under what conditions do | have to isolate the
modules electrically?

How do | wire that?

CPU 31xC and CPU 31x:
Installation

Configuring — Electrical
assembly, protective measures
and grounding

Wiring

Under which conditions do | have to isolate stations
electrically?

How do | wire that?

CPU 31xC and CPU 31x:
Installation

Configuring — Configuring
subnets

12
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Guide fo the S7-300 documentation

1.2 Guide to the S7-300 documentation

Communication between sensors/actuators and the PLC

Information about ...

is available in the manual ...

In Section ...

Which module is suitable for my sensor/actuator?

e CPU 31xC and CPU 31x:
Technical Data

e For your signal module

Technical Data

How many sensors/actuators can | connect to the
module?

e CPU 31xC and CPU 31x:
Technical Data

e For your signal module

Technical Data

How do | connect my sensors/actuators to the
automation system, using the front connector?

CPU 31xC and CPU 31x:
Installation

Wiring — Wiring the front
connector

When do | need expansion modules (EM) and how
do | connect them?

CPU 31xC and CPU 31x:
Installation

Configuring — Distribution of
modules to several racks

How do | mount modules on racks / mounting rails?

CPU 31xC and CPU 31x:
Installation

Assembly — Installing modules on
the mounting rail

The use of local and distributed 10s

Information about ... is available in the manual ... In Section ...
Which range of modules do | want to use? e Module data -
(for centralized 10s and
expansion devices)
o of the respective peripheral
(for distributed 10s /
PROFIBUS DP)
Configuration consisting of the central controller and expansion units
Information about ... is available in the manual ... In Section ...
Which rack / mounting rail is most suitable for my CPU 31xC and CPU 31x: Configuring

application?

Installation

Which interface modules (IM) do | need to connect
the expansion units to the central controller?

CPU 31xC and CPU 31x:
Installation

Configuring — Distribution of
modules to several racks

What is the right power supply (PS) for my
application?

CPU 31xC and CPU 31x:
Installation

Configuring

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08
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Guide fo the S7-300 documentation

1.2 Guide to the S7-300 documentation

CPU performance

Information about ...

is available in the manual ...

In Section ...

Which memory concept is best suited to my
application?

CPU 31xC and CPU 31x:
Technical Data

Memory concept

How do | insert and remove Micro Memory Cards?

CPU 31xC and CPU 31x:
Installation

Commissioning — Commissioning
modules — Removing / inserting a
Micro Memory Card (MMC)

Which CPU meets my demands on performance?

S7-300 instruction list: CPU
31xC and CPU 31x

Length of the CPU response / execution times

CPU 31xC and CPU 31x:
Technical Data

Which technological functions are implemented?

Technological functions

How can | use these technological functions?

Technological functions

Communication

Information about ...

is available in the manual ...

In Section ...

Which principles do | have to take into account?

e CPU 31xC and CPU 31x:
Technical Data

¢ Communication with SIMATIC
¢ PROFINET System Description

Communication

Options and resources of the CPU

CPU 31xC and CPU 31x: Technical
Data

Technical Data

How to use communication processors (CPs) to
optimize communication

CP Manual

Which type of communication network is best

CPU 31xC and CPU 31x:

Configuring — Configuring

suited to my application? Installation subnets
How do | network the various components? CPU 31xC and CPU 31x: Configuring — Configuring
Installation subnets

What to take into account when configuring
PROFINET networks

SIMATIC NET, twisted-pair and
fiber-optic networks
(6GK1970-1BA10-0AA0)

Network configuration

PROFINET System Description

Installation and commissioning

Software

Information about ...

is available in the manual ...

In Section ...

Software requirements of my S7-300 system

CPU 31xC and CPU 31x: Technical
Data

Technical Data
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Guide fo the S7-300 documentation

Supplementary features

1.2 Guide to the S7-300 documentation

Information about ...

is available in ...

How can | implement operation and monitoring
functions?

(Human Machine Interface)

The relevant Manual:

e For text-based displays
e For Operator Panels

e ForWinCC

How to integrate process control modules

Respective PCS7 manual

What options are offered by redundant and fail-
safe systems?

S7-400H - Fault-Tolerant Systems
Failsafe systems

Information to be observed when migrating from
PROFIBUS DP to PROFINET IO

From PROFIBUS DP to PROFINET 10

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08

15




Guide fo the S7-300 documentation

1.2 Guide to the S7-300 documentation

CPU 31xC and CPU 31x: Specifications
16 Manual, 06/2008 , ASE00105475-08



Operating and display elements

2.1 Operating and display elements: CPU 31xC

211 Operating and display elements: CPU 31xC

Operating and display elements of CPU 31xC
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Number Designation

Status and error displays

Slot for the SIMATIC Micro Memory Card incl. the
ejector

Connections of the integrated I/O.
Power supply connection

2. Interface X2 (PtP or DP)

1. Interface X1 (MPI)

Mode selector switch

OeO®e 60

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08
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Operating and display elements

2.1 Operating and display elements. CPU 31xC

The figure below illustrates the integrated digital and analog I/Os of the CPU with open front

covers.
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Number  Designation

O) Analog I/Os

©) each with 8 digital inputs

® each with 8 digital outputs

Slot for the SIMATIC Micro Memory Card

Memory module is a SIMATIC Micro Memory Card. You can use an MMC as a load memory
and as a portable data carrier.

18

Note

These CPUs do not have an integrated load memory and thus require a SIMATIC Micro
Memory Card for operation.

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08



Operating and display elements
2.1 Operating and display elements: CPU 31xC

Mode selector switch

Use the mode selector switch to set the CPU operating mode.

Table 2- 1 Mode selector switch settings

Position Meaning Description
RUN RUN mode The CPU executes the user program.
STOP STOP mode The CPU does not execute a user program.
MRES CPU memory Mode selector switch position with pushbutton function for CPU
reset memory reset. A CPU memory reset by means of mode selector
switch requires a specific sequence of operation.

Reference
® CPU operating modes: STEP 7 Online Help.

e |nformation on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

e FEvaluation of the LEDs upon error or diagnostic event: Operating Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

Power supply connection

Each CPU is equipped with a double-pole power supply socket. The connector with screw
terminals is inserted into this socket when the CPU is delivered.

Differences between the CPUs

Table 2- 2 Differences of the CPUs 31xC

Element CPU CPU CPU CPU CPU CPU
312C 313C 313c-2 pp |313C-2PtP |314C-2 DP 314C-2 PtP

9-pole DP - - X - X -

interface (X2)

15-pole PtP - - - X - X

interface (X2)

Digital inputs 10 24 16 16 24 24

Digital outputs 6 16 16 16 16 16

Analog inputs - 4+1 - - 4+1 4+1

Analog outputs - 2 - - 2 2

Technological 2 counte |3 counte | 3 counters 3 counters 4 counters 4 counters

functions rs rs 1 channel for | 1 channel for
positioning positioning

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08 19



Operating and display elements

2.1 Operating and display elements. CPU 31xC

21.2 Status and error indicators: CPU 31xC

LED designation Color | Meaning

SF Red Hardware or software error

BF (for CPUs with DP | Red Bus error

interface only)

DC5V Green | 5-V power for CPU and S7-300 bus is OK

FRCE Yellow | Force job is active

RUN Green | CPU in RUN
The LED flashes during STARTUP at a rate of 2 Hz, and in HOLD
state at 0.5 Hz.

STOP Yellow | CPU in STOP and HOLD or STARTUP

The LED flashes at 0.5 Hz when the CPU requests a memory reset,
and during the reset at 2 Hz.

Reference

® CPU operating modes: STEP 7 Online Help.

® [nformation on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode

Selector Switch

e FEvaluation of the LEDs upon error or diagnostic event: Operating Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

20

CPU 31xC and CPU 31x: Specifications
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Operating and display elements

2.2 Operating and display elements. CPU 31x

2.2 Operating and display elements: CPU 31x

2.2.1 Operating and display elements: CPU 312, 314, 315-2 DP:

Operating and display elements

[SIEMENS]
SIMATIC

Micro
Memory

Card

X1 || x2 @
e
|6l

Number Designation

@

®@e 606 6

Slot for the SIMATIC Micro
Memory Card incl. the
ejector

2. Interface X2 (only for
CPU 315-2 DP)

Power supply connection
1. Interface X1 (MPI)
Mode selector switch
Status and error displays

Slot for the SIMATIC Micro Memory Card

Memory module is a SIMATIC Micro Memory Card. You can use an MMC as a load memory
and as a portable data carrier.

Note

These CPUs do not have an integrated load memory and thus require a SIMATIC Micro
Memory Card for operation.

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08
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Operating and display elements

2.2 Operating and display elements. CPU 31x

Mode selector switch

The mode selector switch is used to set the CPU operating mode.

Table 2- 3 Mode selector switch settings

Position Meaning Description

RUN RUN mode The CPU executes the user program.

STOP STOP mode The CPU does not execute a user program.

MRES CPU memory reset Mode selector switch position with pushbutton function for CPU
memory reset. A CPU memory reset by means of mode
selector switch requires a specific sequence of operation.

Reference
® CPU operating modes: STEP 7 Online Help.

e Information on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

e FEvaluation of the LEDs upon error or diagnostic event: Operafing Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

Power supply connection

Each CPU is equipped with a 2-pole power supply socket. The connector with screw
terminals is inserted into this socket when the CPU is delivered.

CPU 31xC and CPU 31x: Specifications
22 Manual, 06/2008 , ASE00105475-08



Operating and display elements

2.2 Operating and display elements. CPU 31x

222 Operating and display elements: CPU 317-2 DP

Operating and display elements

£ o
m —
=)
i = 5
[ v =

Number Description
Bus error indicators
Status and error displays

Slot for the SIMATIC Micro Memory Card incl. the
ejector

Mode selector switch
Power supply connection
1. Interface X1 (MPI/DP)
2. Interface X2 (DP)

OeO® 0006

Slot for the SIMATIC Micro Memory Card

Memory module is a SIMATIC Micro Memory Card. You can use an MMC as a load memory
and as a portable data carrier.

Note

These CPUs do not have an integrated load memory and thus require a SIMATIC Micro
Memory Card for operation.

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08 23



Operating and display elements

2.2 Operating and display elements. CPU 31x

Mode selector switch

Use the mode selector switch to set the CPU operating mode.

Table 2- 4 Mode selector switch settings

Position Meaning Description

RUN RUN mode The CPU executes the user program.

STOP STOP mode The CPU does not execute a user program.

MRES CPU memory reset Mode selector switch position with pushbutton function for CPU
memory reset. A CPU memory reset by means of mode
selector switch requires a specific sequence of operation.

Reference
® CPU operating modes: STEP 7 Online Help.

e Information on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

e FEvaluation of the LEDs upon error or diagnostic event: Operafing Instructions CPU 31xC
and

CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the help of
Status and Error LEDs

Power supply connection

Each CPU is equipped with a 2-pole power supply socket. The connector with screw
terminals is inserted into this socket when the CPU is delivered.

CPU 31xC and CPU 31x: Specifications
24 Manual, 06/2008 , ASE00105475-08



Operating and display elements

223 Operating and display elements: CPU 31x-2 PN/DP

2.2 Operating and display elements. CPU 31x

Operating and display elements

£ o
m —
e <
] =
[ 0

Number

@0 PO ©006

Description
Bus error indicators
Status and error displays

Slot for the SIMATIC Micro Memory Card incl. the
ejector

Mode selector switch

Status display of 2nd interface (X2)
2. Interface X2 (PN)

Power supply connection

1. Interface X1 (MPI/DP)

Slot for the SIMATIC Micro Memory Card

Memory module is a SIMATIC Micro Memory Card. You can use an MMC as a load memory
and as a portable data carrier.

Memory

Micro
Card

Note

These CPUs do not have an integrated load memory and thus require a SIMATIC Micro
Memory Card for operation.

CPU 31xC and CPU 31x: Specifications

Manual, 06/2008 , ASE00105475-08
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Operating and display elements

2.2 Operating and display elements. CPU 31x

Mode selector switch

You can use the mode selector switch to set the current operating mode of the CPU.

Table 2- 5 Mode selector switch settings

Position Meaning Description

RUN RUN mode The CPU executes the user program.

STOP STOP mode The CPU does not execute a user program.

MRES CPU memory reset | Mode selector switch position with pushbutton function for CPU
memory reset. A CPU memory reset by means of mode selector
switch requires a specific sequence of operation.

Reference
® CPU operating modes: STEP 7 Online Help.

e Information on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

e FEvaluation of the LEDs upon error or diagnostic event: Operafing Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

Power supply connection

Each CPU is equipped with a 2-pole power supply socket. The connector with screw
terminals is inserted into this socket when the CPU is delivered.

CPU 31xC and CPU 31x: Specifications
26 Manual, 06/2008 , ASE00105475-08



Operating and display elements

2.2 Operating and display elements. CPU 31x

224 Operating and display elements: CPU 319-3 PN/DP

Operating and display elements
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Memory
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Card

MAC-ADD.:
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Designation

Bus error indicators

Status and error displays

Slot for the SIMATIC Micro Memory Card incl. the ejector
Mode selector switch

3. Interface X3 (PN)

Green LED (LED designation: LINK)
Yellow LED (LED designation: RX/TX)
Power supply connection

1. Interface X1 (MPI/DP)

2. Interface X2 (DP)

CPU 31xC and CPU 31x: Specifications

Manual, 06/2008 , ASE00105475-08
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Operating and display elements

2.2 Operating and display elements. CPU 31x

Slot for the SIMATIC Micro Memory Card

Memory module is a SIMATIC Micro Memory Card. You can use an MMC as a load memory
and as a portable data carrier.

Note

These CPUs do not have an integrated load memory and thus require a SIMATIC Micro
Memory Card for operation.

Mode selector switch
You can use the mode selector switch to set the current operating mode of the CPU.

Table 2-6  Mode selector switch settings

Position Meaning Description

RUN RUN mode The CPU executes the user program.

STOP STOP mode The CPU does not execute a user program.

MRES CPU memory reset | Mode selector switch position with pushbutton function for CPU
memory reset. A CPU memory reset by means of mode selector
switch requires a specific sequence of operation.

Reference
e CPU operating modes: STEP 7 Online Help.

e Information on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

® Evaluation of the LEDs upon error or diagnostic event: Operating Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

Power supply connection

Each CPU is equipped with a 2-pole power supply socket. The connector with screw
terminals is inserted into this socket when the CPU is delivered.

CPU 31xC and CPU 31x: Specifications
28 Manual, 06/2008 , ASE00105475-08




Operating and display elements

General status and error displays

Status and error displays of CPU 31x

2.2 Operating and display elements. CPU 31x

Table 2-7 General status and error displays of the CPU 31x
LED designation Color | Meaning
SF red Hardware or software error.
DC5V green | 5-V power for the CPU and the S7-300 bus
FRCE yellow | LED is lit: Active force job
LED flashes at 2 Hz: Node flash test function
RUN green | CPU in RUN
The LED flashes during STARTUP at a rate of 2 Hz, and in HOLD
state at 0.5 Hz.
STOP yellow | CPU in STOP, or HOLD, or STARTUP
The LED flashes at 0.5 Hz when the CPU requests a memory reset,
and during the reset at 2 Hz.

Status displays for the interfaces X1, X2 and X3

Table 2- 8 Bus error displays of CPU 31x
CPU LED designation Color | Meaning
315-2 DP BF red Bus error at DP interface (X2)
317-2 DP BF1: red Bus error at first interface (X1)
BF2: red Bus error at second interface (X2)
31x-2 PN/DP | BF1: red Bus error at first interface (X1)
BF2: red Bus error at second interface (X2)
LINK green | Connection at second interface (X2) is active
RX/TX yellow | Receive / Transmit data at second interface (X2)
319-3 PN/DP | BF1: red Bus error at first interface (X1)
BF2: red Bus error at second interface (X2)
BF3: red Bus error at third interface (X3)
LINK! green | Connection at third interface (X3) is active
RX/TX! yellow | Receive / transmit data at third interface (X3)

1"The LEDs are located directly at the RJ45 socket in the case of the CPU 319-3 PN/DP,
they are not labeled!

CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08




Operating and display elements

2.2 Operating and display elements. CPU 31x

Reference
e CPU operating modes: STEP 7 Online Help.

e Information on CPU memory reset: Operating instructions CPU 31xC and CPU31x,
Commissioning, Commissioning Modules, CPU Memory Reset by means of Mode
Selector Switch

e Evaluation of the LEDs upon error or diagnostic event: Operating Instructions CPU 31xC
and CPU 31x, Test Functions, Diagnostics and Troubleshooting, Diagnostics with the
help of Status and Error LEDs

CPU 31xC and CPU 31x: Specifications
30 Manual, 06/2008 , ASE00105475-08



Communication

3.1

3.1.1

Availability

Properties

Interfaces

Multi-Point Interface (MPI)

All the CPUs described here are equipped with an MPI interface

A CPU equipped with an MPI/DP interface is configured and supplied as
MPI interface.

The MPI (Multi-Point Interface) represents the CPU interface for PG/OP connections, or for
communication on an MPI subnet.

The default transmission rate of all CPUs is 187.5 kbps. You can also set 19.2 kbps for
communication with an S7-200. The 315-2 PN/DP, 317-2 and 319-3 PN/DP CPUs support
transmission rates to 12 Mbps.

The CPU automatically broadcasts its bus configuration via the MPI interface
(the transmission rate, for example). A PG, for example, can thus receive the correct
parameters and automatically connect to a MPI subnet.

Devices capable of MPl communication

® PG/PC

e OP/TP

e S7-300/ S7-400 with MPI interface
® S7-200 (only at 19.2 kbps)

NOTICE

You may only connect PGs to an MPI subnet which is in RUN.

Do not connect other stations (for example, OP, TP) to the MPI subnet while the system
is running. Otherwise, transferred data might be corrupted as a result of interference, or
global data packages may be lost.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications

Manual, 06/2008 , ASE00105475-08
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Communication

3.1 Interfaces

Clock synchronization

The CPU's MPI interface supports clock synchronization. The CPU can be programmed for
operation as time-of-day master (with default synchronization intervals) or slave clock.

Default setting: No clock synchronization

The synchronization mode is set in the "Clock" tab of the CPU or interface properties dialog
box in HW Config.

CPU as a time slave

When operated as a slave clock, the CPU receives a synchronization message frame from
exactly one time-of-day master and sets its internal time accordingly.

CPU as a time master

32

When operated as time-of-day master, the CPU broadcasts clock synchronization message
frames at programmed synchronization intervals at the MPI interface to other node stations
of the MPI subnet.

Condition: The CPU real-time clock may no longer be in the default state. It has to be set
once.

Note

The real-time clock of the CPU is not yet set in the state of delivery or after resetting to the
state of delivery using the mode selector or after a firmware update.

The clock synchronization starts as a time-of-day master:

® As soon as you have set the time the first time using SFC 0 "SET_CLK" or the
programming device function.

e By another time-of-day master if the CPU is also parameterized as a slave clock using
the MPI/DP or PROFINET interface.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08



Communication

3.1 Interfaces

Interfaces for clock synchronization
Clock synchronization is possible at the following interfaces:
e At the MPI Interface
e At the DP Interface
e At the PROFINET Interface

® |n the automation system of the central configuration

Note
The CPU may only be operated as time slave at one of these interfaces.

Example 1

A CPU operating as a slave clock on the DP interface can only operate as a time-of-day
master on the MPI interface and/or within the automation system.

Example 2

If the CPU time is already synchronized through clock synchronization by means of a
PROFINET interface via NTP (corresponds to the functionality as a slave clock), the CPU
can only be operated as a time-of-day master at the DP interface and/or the MPI interface
within the automation system.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , AGE00105475-08 33



Communication

3.1 Interfaces

3.1.2 PROFIBUS DP

Availability
CPUs with the "DP" have at least one DP interface.

The 315-2 PN/DP and 317-2 PN/DP CPUs feature an integrated MPI/DP interface.

The 317-2 DP and 319-3 PN/DP CPUs feature an MPI/DP interface plus an additional DP
interface. The factory setting of the CPU's MPI/DP interface is MPI mode. You need to set
DP mode in STEP 7 if you want to use the DP interface.

Operating modes for CPUs with two DP interfaces

Table 3- 1 Operating modes for CPUs with two DP interfaces

MPI/DP interface PROFIBUS DP interface
e MPI e not configured

e DP master o DP master

e DPslave " e DPslave

1) simultaneous operation of the DP slave on both interfaces is excluded

Properties

The PROFIBUS DP interface is mainly used to connect distributed I/O. PROFIBUS DP
allows you to create large subnets, for example.

The PROFIBUS DP interface can be set for operation in master or slave mode, and supports
transmission rates up to 12 Mbps.

The CPU broadcasts its bus parameters (transmission rate, for example) via the PROFIBUS
DP interface when master mode is set. This functionality automatically provides the correct
parameters for online operation of a programming device, for example. In your configuration
you can specify to disable bus parameter broadcasting.

Note
(for DP interface in slave mode only)

When you disable the "Test, Commissioning, Routing" check box in the DP interface
properties dialog box in STEP 7, the transmission rate settings of the master automatically
override corresponding user-specific settings. This disables the routing function at this
interface.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
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Communication
3.1 Interfaces

Devices capable of PROFIBUS DP communication
® PG/PC
e OP/TP
® DP slaves
® DP master
® Actuators/Sensors
e S7-300/S7-400 with PROFIBUS DP interface

Clock synchronization

The CPU's DP interface supports clock synchronization. The CPU can be programmed for
operation as time master (with default synchronization intervals) or time slave.

Default setting: No clock synchronization

The synchronization mode is set in the "Clock" tab of the interface properties dialog box in
HW Config.

CPU as a time slave

When operated as a slave clock, the CPU receives a synchronization message frame from
exactly one time-of-day master and sets its internal time accordingly.

CPU as a time master

When operated as time-of-day master, the CPU broadcasts clock synchronization message
frames at programmed synchronization intervals at the DP interface to other node stations of
the DP subnet.

Condition: The CPU real-time clock may no longer be in the default state. It has to be set
once.

Note

The real-time clock of the CPU is not yet set in the state of delivery or after resetting to the
state of delivery using the mode selector or after a firmware update.

The clock synchronization starts as a time-of-day master:

® As soon as you have set the time the first time using SFC 0 "SET_CLK" or the
programming device function.

e By another time-of-day master if the CPU is also parameterized as a slave clock using
the MPI/DP or PROFINET interface.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
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Communication

3.1 Interfaces

Interfaces for clock synchronization

Example 1

Example 2

Reference

36

Clock synchronization is possible at the following interfaces:
e At the MPI Interface

e At the DP Interface

e At the PROFINET Interface

® In the automation system of the central configuration

Note
The CPU may only be operated as a slave clock at one of these interfaces.

A CPU operating as a slave clock on the DP interface can only operate as a time-of-day
master on the MPI interface and/or within the automation system.

If the CPU time is already synchronized through clock synchronization by means of a
PROFINET interface via NTP (corresponds to the functionality as a slave clock), the CPU
can only be operated as a time-of-day master at the DP interface and/or the MPI interface
within the automation system.

Further information on the PROFIBUS can be found on the Internet
(http://www.profibus.com).

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
Manual, 06/2008 , ASE00105475-08
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Communication

3.1.3

Availability

3.1 Interfaces

PROFINET

CPUs with a "PN" name suffix are equipped with a PROFINET interface.

Connecting to Industrial Ethernet

You can use the integrated PROFINET interface of the CPU to establish a connection to
Industrial Ethernet.

The integrated PROFINET interface of the CPU can be configured via MPIl or PROFINET
interface.

Clock synchronization using PROFINET

Example

The CPU can be operated on the PROFINET interface as time client based on NTP
(Network Time Protocol).

Default setting: No clock synchronization based on NTP

Set the "Clock synchronization based on NTP" option to synchronize the CPU on
PROFINET. This option is available in the "Clock synchronization™" properties of the
PROFINET interface. Also enter the IP addresses of the NTP server and a synchronization
interval.

Information on suitable NTP servers and on NTP is available, for example, at contribution ID:
17990844.

In addition to the PROFINET interface, the system also supports clock synchronization on
the MPI or DP interface. The CPU clock may only be synchronized by a time master or
server.

The time of CPU 319-3 PN/DP is synchronized by a clock synchronization on PROFINET
over NTP. This configuration only allows operation of the CPU as time master on the DP
and/or MPI interface within the AS.

Note

The PROFINET interface cannot be operated as time server, that is, the CPU cannot
synchronize any other clocks on PROFINET.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
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Communication

3.1 Interfaces

Devices capable of PROFINET (PN) communication

® PROFINET IO devices (for example, interface module IM 151-3 PN in an ET 200S)

e PROFINET CBA components

e S7-300/ S7-400 with PROFINET interface (for example, CPU 317-2 PN/DP or CP 343-1)
e Active network components (a switch, for example)

e PG/PC with Ethernet card

e |E/PB Link

Properties of the PROFINET interface

Addressing ports

38

Properties

|IEEE standard 802.3

Connector design RJ45

Transmission speed 100 Mbps max.

Media Twisted Pair Cat5 (100BASE-TX)
Note

Networking PROFINET components

The use of switches, rather than hubs, for networking PROFINET components brings about
a substantial improvement in decoupling bus traffic, and improves runtime performance
under higher bus load. PROFINET CBA with cyclic PROFINET interconnections requires the
use of switches in order to maintain compliance with performance specifications. Full duplex
mode at 100 Mbps is mandatory for cyclic PROFINET interconnections.

PROFINET IO also requires the use of switches and 100 Mbps full duplex mode. In the case
of a PROFINET IO in IRT operation, all the PROFINET devices, also the switches, must be
IRT-capable in the synchronization domain.

Each port of a PROFINET interface requires a separate diagnostics address. Programming
the addresses in HW Config.
For further information, refer to the PROFINET System Description System Manual.

Diagnostics messages (error and maintenance information) for reporting problems detected
in the user program can be enabled at OB 82 (enable set in HW Config) and evaluated, for
example, by calling SFB 54. The system also supports extended diagnostics by providing
diverse data records read by calling SFB 52 and SSLs (System Status Lists) which you can
read by calling SFC 51.

Diagnostics is also possible in STEP 7 (e.g. communication diagnostics, network connection,
Ethernet statistics, IP parameters).
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Send clock and update time

Reference

Controllers and devices can be operated on a PROFINET IO subnet at a synchronized send
clock. A higher send clock of a controller is adapted appropriately for devices which do not
support this rate. That is, you could operate devices both at a send clock of 250 ps and 1 ms
on a 319-3 PN/DP CPU (IO controller) which operates at a send clock of 250 ps.

You can program the update time of devices within a relatively wide range. This again
depends on the send clock. The following send cycles can be configured:

Send clock Update time CPU 315-2 CPU 317-2 CPU 319-3
PN/DP PN/DP PN/DP

250 ps > 250 ps to 128 ms X

500 ps > 500 ps to 256 ms X

1ms > 1 msto 512 ms X X X

The minimum update time is determined by the number of 10 devices used, by the volume of
configured user data, and by the time slice for PROFINET 10O communication. STEP 7
automatically makes allowances for these dependencies in your system configuration.

For instructions on how to configure the integrated PROFINET interface, refer to S7-300,
CPU 31xC and CPU 31x operating instructions (Setup).

For additional information on PROFINET, refer to PROFINET System Description.
This also contains the descriptions for the functionalities:

— Real-time communication (RT and IRT)

— Device replacement without removable medium

— Prioritized startup for 10 devices

— Changing IO devices during operation (changing partner ports)

For detailed information on Ethernet networks, network configuration and network
components refer to the SIMATIC NET Manual: Twisted Pair and Fiber-Optic Networks,
on the Internet (http://support.automation.siemens.com/WW/view/en/8763736).

For detailed information on CBA refer to the Tuforial Component Based Aufomation,
Commissioning Systems on the Internet
(http://support.automation.siemens.com/\WWW/view/en/18403908).

Further information about the PROFINET can be found on the Internet
(http://www.profibus.com).
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3.1.31 Configuring the port properties

Configuring the port properties of the PROFINET interface in STEP 7

The PROFINET interfaces in our devices are preset to a default "automatic setting"
(Autonegotiation). Please ensure that all devices connected to the PROFINET interface of
the CPU 319-3 PN/DP are also set to the "Autonegotiation" operating mode. This is the
default setting of standard PROFINET / Ethernet components.

If you connect a device to the PROFINET interface of the CPU 319-3 PN/DP that does not
support the "automatic setting" (Autonegotiation) operating mode, or if you select a setting in
addition to the "automatic setting" (Autonegotiation), note the following:

e PROFINET IO and PROFINET CBA require operation with 100 Mbps full-duplex, i.e.
when the PROFINET interface of the CPU 319-3 PN/DP for PROFINET 10 / CBA
communication and Ethernet communication is used at the same time, the interface may
only be set to 100 Mbps full-duplex in addition to the "automatic setting (Autonegotiation).

e |f the PROFINET interface of the 319-3 PN/DP is used only for Ethernet communication,
100 Mbps full-duplex or 10 Mbps full-duplex is still possible in addition to the "automatic
setting" (Autonegotiation). Setting half-duplex mode is not allowed in any situation.

Reason: If, for example, a switch permanently set to 10 Mbps half-duplex is connected to the
PROFINET interface of the CPU 319-3 PN/DP, the CPU 319-3 PN/DP adapts itself to the
setting to the partner device due to the "Autonegotiation" setting - i.e. the communication
operates de facto with "10 Mbps half-duplex".

However, since PROFINET 10 and PROFINET CBA require operation with 100 Mbps full-
duplex, this operating mode is not allowed.

Note

For further information about configuring the ports of IO devices that are to carry out a
prioritized startup, refer to the special notes in the PROFINET System Description.

Deactivating a port of the PROFINET interface at a CPU 319-3 PN/DP

In STEP 7HW Config a port of the PROFINET interface of a CPU 319-3 PN/DP can be
deactivated. By default it is activated.

The CPU 319-3 PN/DP cannot by reached through a deactivated port of the PROFINET
interface.

Take into account that no communication functions such as programming device / OP
functions, open IE communication or S7 communication are possible through a deactivated
port.
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Addressing the ports

To diagnose the individual ports of a PROFINET interface, these ports must each have a
separate diagnostic address. The addressing is done in HW Config.
For further information, refer to the PROFINET System Description.

Diagnostics messages (error and maintenance information) for reporting problems detected
in the user program can be enabled at OB 82 (enable set in HW Config) and evaluated, for
example, by calling SFB 54. There are also various data records (read using SFB 52) and
system status lists (read using SFC 51) provided for more detailed diagnostics.

Diagnostics is also possible in STEP 7 (e.g. communication diagnostics, network connection,
Ethernet statistics, IP parameters, etc).

3.14 Point to Point (PtP)

Availability

CPUs with the "PtP" name suffix have at least one PtP interface.

Features

Using the PtP interface of your CPU, you can connect external devices with serial interface.
You can operate such a system at transmission rates up to 19.2 kbps in full duplex mode
(RS 422), and up to 38.4 kbps in half duplex mode (RS 485).

Transmission rate
e Half duplex: 38.4 kbps
e Full duplex: 19.2 kbps

Drivers
PtP communication drivers installed in those CPUs:
e ASCII drivers
® 3964(R) Protocol
e RK 512 (CPU 314C-2 PtP only)

Devices capable of PtP communication
Devices equipped with a serial port, for example, barcode readers, printers, etc.

Reference

CPU 31xC: Technological functions manual
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3.2

3.2.1

Communication services

Selecting the communication service

Overview of communication services

You need to decide on a communication service, based on functionality requirements. Your
choice of communication service will have no effect on:

e the functionality available,

® whether an S7 connection is required or not, and

e the time of connecting.

The user interface can vary considerably (SFC, SFB, ...), and is also determined by the
hardware used (SIMATIC CPU, PC, ...).

Overview of communication services

The table below provides an overview of communication services offered by the CPUs.

Table 3- 2 Communication services of the CPUs
Communication service | Functionality Time at which the S7 via MPI | via DP |via via
connection is established ... PtP PN

PG communication Commissioning, test, From the PG, starting when X X - X
diagnostics the service is being used

OP communication Monitor and modify Via OP at POWER ON X X - X

S7 basic communication | Data exchange Is programmed at the blocks X X - -

(SFC parameters)

S7 communication Data exchange in server Via active partner at POWER | Onlyin | Onlyin |- X
and client mode: ON. server | server
Configuration of mode | mode
communication required.

Global data Cyclic data exchange (for | Does not require an S7 X - - -

communication example, flag bits) connection

Routing PG functions For example testing, From the PG, starting when X X - X

(only for CPUs with diagnostics on other the service is being used

DP or PROFINET networks also

interface)

Point-to-point connection | Data exchange via serial Does not require an S7 - - X -
interface connection

PROFIBUS DP Data exchange between Does not require an S7 - X - -
master and slave connection

PROFINET CBA Data exchange by means | Does not require an S7 - - - X

of component based
communication

connection

42
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means of UDP

Industrial Ethernet with
UDP protocol (by means of
loadable FBs)

connection, is handled in the
user program by means of
loadable FBs

Communication service | Functionality Time at which the S7 via MPI | via DP |via via
connection is established ... PtP PN
PROFINET IO Data exchange between 10 | Does not require an S7 - - - X
controllers and the |10 connection
devices
Web Server Diagnostics Does not require an S7 - - - X
connection
SNMP Standard protocol for Does not require an S7 - - - X
(Simple Network network diagnostics and connection
Management Protocol) configuration
Open communication via | Data exchange via Does not require an S7 - - - X
TCP/IP Industrial Ethernet with connection, is handled in the
TCP/IP protocol (by means | user program by means of
of loadable FBs) loadable FBs
Open communication by | Data exchange via Does not require an S7 - - - X
means of ISO on TCP Industrial Ethernet with connection, is handled in the
ISO-on-TCP protocol (by user program by means of
means of loadable FBs) loadable FBs
Open communication by | Data exchange via Does not require an S7 - - - X

See also

Distribution and availability of S7 connection resources (Page 97)

Connection resources for routing (Page 99)
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3.2.2 PG communication

Features

PG communication is used to exchange data between engineering stations

(PG, PC, for example) and SIMATIC modules which are capable of communication. This
service is available for MPIl, PROFIBUS and Industrial Ethernet subnets. Transition between
subnets is also supported.

PG communication provides the functions needed to download / upload programs and
configuration data, to run tests and to evaluate diagnostic information. These functions are
integrated in the operating system of

SIMATIC S7 modules.

A CPU can maintain several simultaneous online connections to one or multiple PGs.

3.23 OP communication

Features

OP communication is used to exchange data between operator stations (OP, TP, for
example) and SIMATIC modules which are capable of communication. This service is
available for MPI, PROFIBUS and Industrial Ethernet subnets.

OP communication provides functions you require for monitoring and modifying. These
functions are integrated in the operating system of SIMATIC S7 modules. A CPU can
maintain several simultaneous connections to one or several OPs.

3.24 Data exchanged by means of S7 basic communication

Properties

Reference

44

S7-based communication is used to exchange data between S7 CPUs and the
communication-capable SIMATIC modules within an S7 station (acknowledged data
exchange). Data are exchanged across non-configured S7 connections. The service is
available via MPI subnet, or within the station to function modules (FM).

S7-based communication provides the functions you require for data exchange. These
functions are integrated into the CPU operating system. The user can utilize this service by
means of "System function" (SFC) user interface.

Further Information

® on SFCs, refer to /nstruction list.
For further information refer to STEP 7 Online Help or System and Standard Functions
reference manual.

® on communication are found in the Communication with SIMATIC Manual.
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3.2.5

Properties

S7 communication

3.2 Communication services

A CPU can always operate in server or client mode in S7 communication: We distinguish

between

® communication with unilateral configuration (for PUT/GET only)

® communication with bilateral configuration
(for USEND, URCV, BSEND, BRCV, PUT, GET)

However, the functionality depends on the CPU. A CP is therefore required in certain

situations.

Table 3- 3

configuration

Client and server in S7 communication, using connections with unilateral / bilateral

CPU

Use in server mode for
connections with unilateral
configuration

Use in server mode for
connections with bilateral
configuration

Use as client

31xC >=V1.0.0

Generally possible on
MPI/DP interface without
configuration of user
interface

Only possible with CP
and loadable FBs.

Only possible with CP
and loadable FBs.

31x>=V2.0.0

Generally possible on
MPI/DP interface without
configuration of user
interface

Only possible with CP
and loadable FBs.

Only possible with CP
and loadable FBs.

31x>=V2.2.0

Generally possible on
MPI/DP/PN interface
without configuration of user
interface

e Possible on
PROFINET interface
with loadable FBs
or

e with CP and loadable
FBs.

e Possible on
PROFINET interface
with loadable FBs
or

e with CP and loadable
FBs.

The user interface is implemented using standard function modules (FBs) from the standard
library of STEP 7, under communication blocks.

Reference

For further information on communication, refer to the Communication with SIMATIC

manual.
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3.2.6 Global data communication (MPI only)

Properties

Reduction ratio

Global data communication is used for cyclic exchange of global data via MPI subnets
(for example, I, Q, M) between SIMATIC S7 CPUs (data exchange without
acknowledgement). One CPU broadcasts its data to all other CPUs on the MPI subnet.
This function is integrated in the CPU operating system.

The reduction ratio specifies the cyclic intervals for GD communication. You can set the
reduction ratio when you configure global data communication in STEP 7. For example, if
you set a reduction ratio of 7, global data are transferred only with every 7th cycle. This
reduces CPU load.

Send and receive conditions

Conditions which should be satisfied for GD communication:

® For the transmitter of a GD packet:
Reduction ratiotransmitter X CyCle timetransmiter 2 60 Ms

® For the receiver of a GD packet:
Reduction ratioreceiver X Cycle timereceiver
< reduction ratiotransmitter X Cycle timetransmitter

A GD packet may be lost if you do not adhere to these conditions. The reasons being:
® the performance of the "smallest" CPU in the GD circuit
® asynchronous transmitting / receiving of global data at the stations

When setting in STEP 7: “Transmit after each CPU cycle®, and the CPU has a short scan
cycle time (< 60 ms), the operating system might overwrite a GD packet of the CPU before it
is transmitted. The loss of global data is indicated in the status box of a GD circuit, if you set
this function in your STEP 7 configuration.

GD resources of the CPUs

46

Table 3-4 GD resources of the CPUs

Parameters CPU 31xC, CPU 315-2 DP, 315-2 PN/DP, 317-2 DP,
312,314 317-2 PN/DP, 319-3 PN/DP

Number of GD circuits per CPU Max. 4 Max. 8

GD packets transmitted per GD circuit Max. 1 Max. 1

GD packets transmitted by all GD circuits | Max. 4 Max. 8

GD packets received per GD circuit Max. 1 Max. 1

GD packets received by all GD circuits Max. 4 Max. 8

Data length per GD packet max. 22 bytes | max. 22 bytes

Consistency max. 22 bytes | max. 22 bytes

Min. reduction ratio (default) 1(8) 1(8)
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3.2.7 Routing

Properties

STEP 7 V5.1 + SP4 or higher allows you to access your S7 stations on all subnets with your
PG/PC, for example, to

® download user programs
® download a hardware configuration, or

e perform debugging and diagnostic functions.

Note

When the CPU is used as an intelligent slave, the routing function is only available when
the DP interface is set active. IN STEP 7, set the Test, Commission Routing check box on
the properties dialog of the DP interface. For detailed information, refer to the
Programming with STEP 7 manual, or directly to the STEP 7 Online Help

Routing network nodes: MPI - DP

Gateways between subnets are routed in a SIMATIC station that is equipped with interfaces
to the respective subnets. The figure below shows CPU 1 (DP master) acting as router for
subnets 1 and 2.

S7-300 S7-300
PG CPU 1 (DP-Master) CPU 2 (DP-Slave)
i l—
o Subnet 2 (PROFIBUS DP, for example)

®
Subnet 1 (MPI, for example)

The figure below shows the MPI access to PROFINET via PROFIBUS CPU 1
(315-2 DP, for example) is the router for subnet 1 and 2;
CPU 2 is the router for subnet 2 and 3.
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Routing network nodes: MPI - DP - PROFINET

CPU 1
(e.g. 315-2 DP)

MPI

Subnet 2 (PROFIBUS)

Subnet 1 (MPI)

T

PG

48

CPU 2
(317-2 PN/DP)

MPI/DP

(slave active)

CPU 3
(317-2 PN/DP)

PN PN

Subnet 3 (PROFINET)
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Number of connections for routing

The CPUs with DP interface provide a different number of connections for the routing
function:

Table 3-5  Number of routing connections for DP CPUs

CPU As of firmware version Number of connections for routing
31xC, CPU 31x 2.0.0 Max. 4

317-2 DP 2.1.0 Max. 8

31x-2 PN/DP 220 Interface X1 configured as:

e MPI: Max. 10
o DP master Max. 24
e DP slave (active): Max. 14

Interface X2 configured as:
e PROFINET: Max. 24

319-3 PN/DP 240 Interface X1 configured as:

e MPI: Max. 10

e DP master Max. 24

e DP slave (active): Max. 14

Interface X2 configured as:
o DP master Max. 24
e DP slave (active): Max. 14

Interface X3 configured as:
e PROFINET: Max. 48

Requirements
® The station modules are "capable of routing" (CPUs or CPs).
® The network configuration does not exceed project limits.

® The modules have loaded the configuration data containing the latest "knowledge" of the
entire network configuration of the project.

Reason: All modules participating in the network transition must receive the routing
information defining the paths to other subnets.

® |n your network configuration, the PG/PC you want to use to establish a connection via
network node must be assigned to the network it is physically connected to.

® The CPU must set to master mode, or

e |fthe CPU is set to operate in slave mode, the Test, Commissioning, Routing functionality
must be enabled by setting the check box in STEP 7, in the
DP interface for DP slave properties dialog box.
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Routing: Example of a TeleService application

The figure below shows the example of an application for remote maintenance of an S7
station using a PG. The connection to other subnets is here established via modem
connection.

The lower section of the figure shows how to configure this in STEP 7.

DP slave

DP master (e.. 31xC-2DP)

(e.g. 31xC-2DP)

UEEEEE U"EEEE

PG CEyS|H = L=

HE: MEH

Real structure

a
l—'—',=,—| Teleservice
I , adapter Subnet 2
(e.g. PROFIBUS DP)

I Modem |/f/| Modem I—

Subnet 1
(e.g. MPI)

Configuration in STEP 7

DP master DP slave
(e.g. CPU 31xC-2DP) (e.g. CPU 31xC-2DP)
=] — L: —
PG U E £ U = E =
o = o = =
=]
[ 1
Subnet 2
(e.g. PROFIBUS DP)

Subnet 1
(e.g. MPI)
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Reference

3.2.8

Availability

3.2 Communication services

Further information

® on configuring in STEP 7 is found in the Configuring Hardware and Connections in
STEP 7manual

e of a basic nature is contained in the Communication with SIMATIC Manual.

® on the TeleService adapter can be found on the Internet
(http://support.automation.siemens.com/WW/view/en/20983182).

® on SFCs, refer to /nstruction /st
For further information refer to STEP 7 Online Help or System and Standard Functions
reference manual.

® on communication are found in the Communication with SIMAT/C Manual.

Data set routing

The CPU 319-3 PN/DP V2.7 supports data set routing.

Routing and data set routing

See also

Routing is the transfer of data beyond network boundaries. You can send information from a
transmitter to a receiver across several networks.

Data set routing is an extension of "normal routing" and is used, for example, by SIMATIC
PDM, when the programming device is not connected directly to the PROFIBUS DP
subnetwork to which the target device is connected, but, for example, to the PROFINET
interface of the CPU. The data sent through data record routing include the parameter
assignments of the participating communication devices and device-specific information
(for example, setpoint values, limit values, etc.). The structure of the target address for data
record routing depends on the data contents, i.e. the slave to which the data are sent.

With the programming device, data set routing can also be used to read a parameter set
already existing on the field device, edit it and return it to the field device when the
programming device is assigned to a different subnetwork than that of the target slave.

The field devices themselves do not have to support data set routing, since they do not
forward the information received.

You can find additional information on SIMATIC PDMin The Process Device Manager
Manual.
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3.2.9 Point-to-point connection

Properties

Reference

PtP communication enables you to exchange data via serial port. PtP communication can be
used to interconnect automation devices, computers or communication-capable systems of
external suppliers. The function also allows adaptation to the protocol of the communication
partner.

Further Information

® on SFCs are found in the /nstruction /ist.
For detailed information, refer to the STEP 7 Online Help, or to the Sysfem and Standard
Functions Reference Manual.

® on communication is found in the Communication with SIMATIC Manual.

3.2.10 Data consistency

Features

A data area is consistent if it can be read or written to from the operating system as a
consistent block. Data exchanged collectively between the stations should belong together
and originate from a single processing cycle, that is, be consistent. If the user program
contains a programmed communication function, for example, access to shared data with X-
SEND/ XRCV, access to that data area can be coordinated by means of the "BUSY"
parameter itself.

With PUT/GET functions

52

For S7 communication functions, such as PUT/GET or write / read via OP communication,
which do not require a block in the user program on the CPU (operating in server mode),
allowances must be made in the program for the extent of the data consistency. The
PUT/GET functions for S7 communication, or for reading/writing variables via OP
communication, are executed at the CPU's scan cycle checkpoint. To save a defined
process alarm response time, the communication variables are copied in blocks of up to 64
bytes (CPU 317, CPU 319: 160 bytes) to / from work memory at the scan cycle checkpoint of
the operating system. Data consistency is not guaranteed for larger data areas.

Note

If a defined data deficiency is required, the defined communication variables in the user
program of the CPU may be no larger than 64 bytes (for CPU 317, CPU 319: 160 bytes.)
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3.2.1 Communication by means of PROFINET

What is PROFINET?

Within the framework of Totally Integrated Automation (TIA), PROFINET represents a
consequent enhancement of:

PROFIBUS DP, the established fieldbus and

Industrial Ethernet, the communication bus for the cell level

Experience gained from both systems was and is being integrated into PROFINET.

PROFINET is an Ethernet-based automation standard of PROFIBUS International
(previously PROFIBUS Users Organization e.V.), and defines a multi-vendor communication,
automation, and engineering model.

Objectives in PROFINET
The objectives in PROFINET are:

Open Ethernet Standard for automation based on Industrial Ethernet.

Although Industrial Ethernet and Standard Ethernet components can be used together,
the Industrial Ethernet devices are more sturdy and therefore better suited for industrial
environments (temperature, immunity to interference, etc.)

Use of TCP/IP and IT standards
Automation with real-time Ethernet

Total integration of field bus systems

Implementing PROFINET in SIMATIC
We have integrated PROFINET as follows:

Communication between field devices is implemented in SIMATIC by way of PROFINET
10.

Communication between controllers which operate as components in distributed systems
are implemented
in SIMATIC by means of PROFINET CBA (Component Based Automation).

Installation engineering and network components are available in SIMATIC NET.

Established IT standards from the Office environment (e.g., SNMP=Simple Network
Management Protocol for network parameter assignment and diagnosis) are used for
remote maintenance and network diagnostics.

Documentation from PROFIBUS International on the Internet

The Internet (http://www.profinet.com) site of PROFIBUS International (previously
PROFIBUS User Organization, PNO), contains numerous documents on the topic of
PROFINET.

Further information can be found on the Internet (http://www.siemens.com\profinet).
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What is PROFINET 10?

Within the framework of PROFINET, PROFINET IO is a communication concept for the
implementation of modular, distributed applications.

PROFINET IO allows you to create automation solutions, which are familiar to you from
PROFIBUS.

That is, you have the same application view in STEP 7, regardless of whether you configure
PROFINET or PROFIBUS devices.

What is PROFINET CBA (Component Based Automation)?

Within the framework of PROFINET, PROFINET CBA is an automation concept for the
implementation of applications with distributed intelligence.

PROFINET CBA lets you create distributed automation solutions, based on default
components and partial solutions.

Component Based Automation allows you to use complete technological modules as
standardized components in large systems.

The components are also created in an engineering tool which may differ from vendor to
vendor. Components of SIMATIC devices are created, for example, with STEP 7.

SIMATIC S7-300 CPU 31xC and CPU 31x: Specifications
54 Manual, 06/2008 , ASE00105475-08



Communication
3.2 Communication services

Extent of PROFINET CBA and PROFINET 10

PROFINET IO and CBA represent two different views of automation devices on Industrial

Ethernet.
PROFINET
Component view IO data view
PROFINET CBA PROFINET 10
=z
I I = m
(o] m— Y m—c) (o] m—" Y m— (o) 0|
oC—JrC—/10 | oC—JrC—/1]O
oC—JC—/10 oC——JrC—/1]O
(o] m— Y m—c) (0] m—" i m— o)
- Distributed intelligence - Distributed 10s
- Plant-wide engineering - Usual 10 view in STEP 7
PCD GSD
(PROFINET Component Description) (Generic Station Description)

One cable, IT standards, standard applications

protocols, controller, etc.

Figure 3-1 Extent of PROFINET IO and Component Based Automation

Component Based Automation divides the entire system into various functions. These
functions are configured and programmed.

PROFINET IO provides you with a view of the system that is very similar to the view
obtained in PROFIBUS. You continue to configure and program the individual automation
devices.

Reference
Further Information

e on PROFINET IO and PROFINET CBA is available in the PROFINET system
specification.
For differences and similarities between PROFIBUS DP and PROFINET 10, refer to the
From PROFIBUS DP fto PROFINET /O programming manual.

e For further information about PROFINET CBA, refer to the documentation on
SIMATIC iMap and Component Based Automation.
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3.2.11.1  PROFINET IO System

Functions of PROFINET IO
The following graphic shows the new functions in PROFINET IO:

Company network Industrial Ethernet
10 device | ET 200S 10 device | ET 200S
IM 154-8 10
CPU Controller PN @ PN
Switch 1 Switch 2 @
PN [P2] | |
P3H——
20 [H—{Router }—Fi Ol
PC DP master PG
S0 05 [ —1f3 P
PGIPC . CPU 319-3 10 10 device | ET 2008 | |10 device | ET 2008
|| — [H i | P3| P78 PN/DP Controller
PN PN
**D Df* P4 PN P1 @ @
PC PC
@ DP master
LIE]
IE/PB-Link
PN 10
[PB!
ET 200 ET 200
(DP slave) (DP slave)
@ &
PROFIBUS

The graphic shows Examples of connection paths

The connection of company You can access devices at the field level from PCs in your company network
network and field level Example:

e PC - Switch 1 - Router - Switch 2 - CPU 319-3 PN/DP ®.

Connections between the You can, of course, also access other areas on the Industrial Ethernet from a PG at the
automation system and field field level.
level Example:

e PG -integrated switch IM 154-8 CPU @ - Switch 2 - integrated switch IO device
ET 200S ® - on 10 device: ET 200S ®.
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The graphic shows Examples of connection paths

The 10 controller of the CPU | At this point, you can see the extended IO feature between the 10 controller and 10

IM 154-8 CPU @ directly device(s) on the Industrial Ethernet:

controls devices on the ¢ TheIM 154-8 CPU @ is operated as IO controller for the 10 devices ET 200S ® and
Industrial Ethernet and ET 200S @

PROFIBUS. .
e The IM 154-8 CPU @ is also the 1O controller for

ET 200 (DP slave) @ by way of IE/PB Link.

The CPU 319-3 PN/DP @ can | Here you can see that a CPU can be both the IO controller for an 10 device and the DP
be operated as 10 controller or | master for a DP slave:

DP master e The 319-3 PN/DP CPU @ is operated as IO controller for the 10 devices
ET 200S ® and ET 200 S ®

e The CPU 319-3 PN/DP @ is the DP master for a DP slave ®. The
DP slave ® is assigned locally to the CPU @ and is not visible on the Industrial
Ethernet.

Further information
You will find further information about PROFINET in the documents listed below:
® in the Sysfem Description PROFINET.

® |nthe From PROFIBUS DP to PROFINET /O programming manual.
This manual also provides a clear overview of the new PROFINET blocks and system
status lists.
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3.2.11.2 Blocks for PROFINET 10

Content of this section

This section covers:
® Blocks designed for use with PROFINET

® Blocks designed for use with PROFIBUS DP
® Blocks designed for use with PROFINET IO and PROFIBUS DP

Compatibility of the new blocks

New blocks were implemented for PROFINET 1O, as PROFINET is capable of handling
larger quantity frameworks. The new blocks are also used for PROFIBUS.

Comparison of the system and standard functions of PROFINET 10 and PROFIBUS DP

For CPUs with integrated PROFINET interface, the table below provides an overview of:

e System and standard functions for SIMATIC which you will have to upgrade for migration
from PROFIBUS DP to PROFINET IO.

® New system and standard functions

Table 3-6  System and standard functions which are new or have to be replaced

Blocks PROFINET IO PROFIBUS DP
SFC12 Yes Yes
(deactivation and activation of DP | cpPU S7-300: FW V2.4 or
slaves/IO devices) higher:
SFC13 (reading diagnostics data No Yes
from a DP slave) Replaced by:
e Event-driven: SFB 54
e Status-driven: SFB 52
SFC58/59 No Yes
(write/read record in I/O) Replaced by: SFB 53/SFB 52 | already replaced by SFB53/52
in DPV1
SFB 52/53 (read/write record) Yes Yes
SFB 54 (evaluate interrupt) Yes Yes
SFC102 (read predefined No Yes for S7-300
parameters - S7-300 CPU only) Replaced by: SFB81
SFB81 Yes Yes
(read predefined parameters)
SFC5 No (replaced with: SFC70) Yes
(query start address of a module)
SFC70 Yes Yes
(query start address of a module)
SFC49 No Yes
(query the slot at a logical address) Replaced by: SFC71
SFC71 Yes Yes
(query the slot at a logical address)
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The table below provides an overview of SIMATIC system and standard functions which
must be emulated by other functions when migrating from PROFIBUS DP to PROFINET IO.

Table 3-7  System and standard functions in PROFIBUS DP which can be emulated in
PROFINET IO functions

Blocks PROFINET 10 PROFIBUS DP
SFC55 (write dynamic No Yes
parameters) Emulate using SFB53
SFC56 (write predefined No Yes
parameters) Emulate using SFB81 and

SFB53
SFC57 (assign module No Yes
parameters) Emulate using SFB81 and

SFB53

SIMATIC system and standard functions not supported in PROFINET IO:
e SFC7 (trigger hardware interrupt on DP master)

® SFC11 (synchronize groups of DP slaves)

® SFC72 (read data from communication partner within local S7 station)
e SFC73 (write data to communication partner within local S7 station)

e SFC74 (cancel communication with partner within local S7 station)

® SFC103 (determine the bus topology in a DP master system)

Comparison of the organization blocks of PROFINET 10 and PROFIBUS DP

The table below shows the changes to OB83 and OB86 in PROFINET 10 compared to
PROFIBUS DP.

Table 3-8  OBs in PROFINET IO and PROFIBUS DP

Blocks PROFINET 10 PROFIBUS DP
OB83 (hot swapping of Also supported on S7-300, S7-300 does not support this function
modules/submodules) new error information Slaves integrated via the GSD file

report the removal/insertion of
modules/submodules during operation
in the form of a diagnostics interrupt
and thus via OB82.

S7 slaves report a station failure and
call OB86 when an insertion/removal
interrupt is generated.

OB86 (rack failure) New error information Unchanged

Detailed information

For detailed information about the blocks, refer to the System Software for S7-300/400
System and Standard Functions Reference Manual.
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3.211.3 Open communication via Industrial Ethernet

Requirements

Functionality

e STEP 7 as of V5.4 + SP4

The CPUs with integrated PROFINET interface as of firmware V2.3.0 or V2.4.0 support the
functionality of open communication by means of Industrial Ethernet (abbreviated: open /IE
communication)

Following services are available for open |IE communication:

® Connection oriented protocols

— TCP according to RFC 793, connection type B#16#01, firmware V2.3.0 and higher
— TCP according to RFC 793, connection type B#16#11, firmware V2.4.0 and higher
— 180 on TCP according to RFC 1006, as of firmware V2.4.0

® Connectionless protocols

— UDP according to RFC 768, as of firmware V2.4.0

Features of the communication protocols

60

The following distinctions are made between protocol types in data communication:

® Connection oriented protocols:

Prior to data transmission these establish a (logical) connection to the communication
partner and close this again, if necessary, after transmission is completed. Connection
oriented protocols are used when security in especially important in data transmission. A
physical cable can generally accommodate several logical connections.

For the FBs to open communication by means of Industrial Ethernet, the following
connection oriented protocols are supported:

— TCP according to RFC 793 (connection types B#16#01 and B#16#11)
— ISO on TCP according to RFC 1006 (connection type B#16#12)
Connectionless protocols:

These operate without a connection. There is also no establishing or terminating a
connection to remote partner. Connectionless protocols transmit data to the remote
partner without any acknowledgement; data transfer is, therefore, not secure.

The FBs for open communication over Industrial Ethernet support the following
connectionless protocol:

— UDP according to RFC 768 (connection type B#16#13)
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How to use open IE communication

To allow data to be exchanged with other communication partners, STEP 7 provides the
following FBs and UDTs under "Communication Blocks" in the "Standard Library™:

® Connection oriented protocols: TCP, ISO-on-TCP

— FB 63 "TSEND" for sending data

— FB 64 "TRCV" for receiving data

— FB 65 "TCON", for connecting

— FB 66 "TDISCON?", for disconnecting

— UDT 65 "TCON_PAR" with the data structure for the configuration of the connection
® Connectionless protocol: UDP

— FB 67 "TUSEND" for sending data

— FB 68 "TURCV" for receiving data

— FB 65 "TCON" for establishing the local communication access point

— FB 66 "TDISCON" for resolving the local communication access point

— UDT 65 "TCON_PAR" with the data structure for configuring the local communication
access point

— UDT 66 "TCON_ADR" with the data structure of the address parameters of the remote
partner

Data blocks for the configuration of the connection
e Data blocks for configuring TCP and 1ISO-on-TCP connections.

To configure your connection, you need to create a DB that contains the data structure of
UDT 65 "TCON_PAR." This data structure contains all parameters you need to establish
the connection. You need to create such a data structure for each connection, and you
can also organize it in a global DB.

The CONNECT parameter of the FB65 "TCON" contains a reference to the address of
the corresponding connection description (for example, P#DB100.DBXO0.0, byte 64).

e Data blocks for the configuration the local UDP communication access point

To assign parameters for the local communication access point, create a DB containing
the data structure from the UDT 65 "TCON_PAR" This data structure contains the
required parameters you need to establish the connection between the user program and
the communication level of the operating system

The CONNECT parameter of the FB 65 "TCON" contains a reference to the address of
the corresponding connection description (e.g., P#DB100.DBX0.0 Byte 64).

Note
Setting up the connection description (UDT 65)

Declare the communication interface at the "local_device_id" parameter in UDT65
"TCON_PAR". Example, B#16#03: communication via integrated IE interface of
CPU 319-3 PN/DP.
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Establishing a connection for communication

Disconnecting

Use with TCP and ISO on TCP

Both communication partners call FB 65 "TCON" to establish the connection. In your
connection configuration, you define which communication partner activates the
connection, and which communication partner responds to the request with a passive
connection. To determine the number of possible connections, refer to your CPU's
technical specifications.

The CPU automatically monitors and holds the active connection.

If the connection is broken, for example by line interruption or by the remote
communication partner, the active partner tries to reestablish the connection. You do not
have to call FB 65 "TCON" again.

FB 66 "TDISCON" disconnects the CPU from a communication partner, as does STOP
mode. To reestablish the connection to have to call FB65 "TCON" again.

Use with UDP

Both communication partners call FB 65 "TCON" to set up their local communication
access point. This establishes a connection between the user program and operating
system's communication level No connection is established to the remote partner.

The local access point is used to send and receive UDP telegrams.

Use with TCP and ISO on TCP

FB 66 "TDISCON" disconnects the communication connection between CPU and
communication partner.

Use with UDP

FB 66 "TDISCON" disconnects the local communication access point, i.e., the connection
between user program and communication level of operating system is interrupted.

Options for interrupting the communication connection

Reference

62

Events causing interruptions of communication:

® You program the cancellation of connections at FB 66 "TDISCON."
® The CPU goes from RUN to STOP.
e At POWER OFF / POWER ON

For detailed information on the blocks described earlier, refer to the STEP 7 Online Help.
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3.2.11.4 SNMP Communication Service

Availability
The SNMP V1, MIB-Il communication service is available for CPUs with integrated
PROFINET interface and Firmware 2.2 or higher.
Properties
SNMP (Simple Network Management Protocol) is a standard protocol for TCP/IP networks.
Reference

For further information on the SNMP communication service and diagnostics with SNMP,
refer to the PROFINET Operating Instructions and to the S7-300 CPU 31xC and CPU 31x,
Hardware Installation Manual.
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3.3 Web server

Introduction

The web server allows you to monitor your CPU on the Internet or on the Intranet of your
company. This functionality supports remote analysis and diagnostics.

Messages and status information are visualized on HTML pages.

Web browser
You need a web browser to access the HTML pages of the CPU.
Web browsers which are suitable for communication with the CPU:
® Internet Explorer (version 6.0 and higher)
® Mozilla Firefox (V1.5 and higher)
® Opera (version 9.0 and higher)

® Netscape Navigator (version 8.1 and higher)

Reading information via the web server
The web server can be used to read the following information from the CPU:
e Start page with general CPU information
® |dentification information
e Content of the diagnostic buffer
® Messages (without acknowledgment option)
e |nformation on PROFINET
® Variable status
® Variable tables
For the CPU 319 PN/DP V2.7 furthermore:
® Module state
e Topology

The next pages describe the HTML pages and corresponding declarations in detail.

Web access to the CPU via programming device/PC
Proceed as follows to access the web server:
1. Connect the client (PG/PC) to the CPU via the PROFINET interface.
2. Open the Web browser.

Enter the IP address of the CPU in the "Address" field of the web browser in the format
http://a.b.c.d (example: http://192.168.3.141).

The start page of the CPU opens. From the start page you can navigate to further
information.
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Web access to the CPU by way of HMI devices and PDA

Security

The web server supports the Windows Terminal Service. In addition to operations with PGs
and PCs, this functionality also supports the integration of thin client solutions for mobile
devices (PDA, MOBIC T8, for example) and of rugged local stations (SIMATIC MP370 with
ThinClient/MP option, for example) on a Windows CE platform.

Proceed as follows to access the web server:
1. Interconnect the client (HMI, PDA) with the CPU via PROFINET interface.
2. Open the Web browser.

Enter the IP address of the CPU in the "Address" field of the web browser in the format
http://a.b.c.d/basic (example: http://192.168.3.141/basic).

The start page of the CPU opens. From the start page you can navigate to further
information.

HMIs operating with Windows CE operating system V 5.x or earlier process CPU information
in a browser specially developed for Windows CE. The information appears in a simplified
format in this browser. The following figures show the detailed format respectively.

Note

Web server without SIMATIC Mi